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AytenTuduxanus

bezonacnocts nundopmanuu

l'ocynapcrBenHas
nH(pOpMalIMOHHAs cucTeMa

Hoctyn k unGopmanuu
JocTynHOCTb

3amra HHGOpPMALIUU
OT HECAaHKIIMOHUPOBAHHOT'O
J0CTyTa

3amumaemas HHGOPMAIIHS

Nnentuduxarus

WNudopmannonHas cucrema

Nudopmannonnsie pecypcsl

WNudopmanronnsie
TE€XHOJIOTUU

Nudopmanus

KonTponupyemast 30Ha

KouduneHnmansHOCTb

O06paboTka nmepcoHaNbHbBIX
JTaHHBIX

TepMuHbI U onpeaeIeHUs

JelictBus 1O npoBepKe MOJUIMHHOCTH CyOBbEKTa JocTyla
B MH(OPMALIMOHHON CUCTEME

CocrosiHMEe  3alIMIIEHHOCTH  HMH(OpManuw,
o0ecrne4eHbl ee KOH(HUICHIIUAIEHOCTD,
U LIEJIOCTHOCTb

WNudopmanronHas cuctema, co3faBaeMasi B LENAX peau3aliu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecrnieueHnst oOMeHa nH(popMaIeld MeXly STUMH OpraHaMH,
a TaKkKe B MHBIX YCTaHOBJIEHHBIX (eaepanbHbIMU 3aKOHAMHU
HEIIsAX

Bo3MoskHOCTB nostydeHust HHGOpMaIMK U €€ UCIO0Ib30BAHUS
Cocrosinue uH(pOpPMAIMK, XapaKTEPHU3yeMoe CIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M HHPOPMALMOHHBIX TEXHOJOTHIl
o0ecrieynBaTh OECIPENITCTBEHHBIN JOCTYyl K HH(MOpMaIH
CyOBEKTOB, UMEIOLIMX HA 3TO MOJTHOMOYHMS

3ammra wuHPOpPMALMKM, HaNpaBlieHHas Ha MPEAOTBpAIECHUE
HOJY4YeHHs 3alluInaeMoi HMH(OpManuu 3auHTEPECOBAHHBIMU
CyOBEKTaMH C HapyIIEHHEM YCTAHOBIICHHBIX HOPMATHBHBIMH
U TPaBOBBIMU JIOKyMEHTaMM (aKTaMu) WK oO1agaTensiMu
uHpOpMALIMM TIPaB WM TPABWI pa3rpaHUYEHHs JIOCTyIa
K 3aluiaeMoil napopmanuu

Wudopmanus,  sBisomascs  OPEeIMETOM  COOCTBEHHOCTH
U MOAJIeKaIlas 3alluTeé B COOTBETCTBHMM C TpeOOBaHUSIMHU
MPaBOBBIX IOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTAHABIMBAEMbIMU
CcOOCTBEHHUKOM MH(pOpMaIIUH

[IpucBoenune cyoObekTaM U 00bEKTaM JIOCTyTa UACHTU(UKATOpA U
(unM) cpaBHEHME TPEAbABIAEMOro HISHTU(UKATOpa C IEpEUHEM
NIPUCBOCHHBIX HJIEHTH(PHUKATOPOB

CoBOKYITHOCTh cojiepikalleiicss B 0a3aX JaHHBIX HH(pOpMaIUu
U o0ecrieuynBalOIUX  ee  00paboTKy  HMH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtnenbHBIE TOKYMEHTHI M OTIENbHBIE MAacCCHBBI JOKYMEHTOB,
JOKYMEHTBI M  MacCHBBl  JOKYMEHTOB,  COJEpKalluecs
B MH(OPMAaLIMOHHBIX cucTeMax (OubinoTekax, apxuBax, (oHAaX,
0aHKax JTaHHbBIX, HTHQOPMAIIMOHHBIX CUCTEMaX JPYTUX BUJOB)
[Tpoueccrl, Meroabl MOMCKa, cOopa, XpaHeHHs, 0O0padoTKw,
NPEJOCTaBIICHUs, PAacHpOCTpaHeHUusT MH(GOPMAIMM U CHOCOOBI
OCYIIIECTBIICHUS TAKHUX TPOLIECCOB U METOJIOB

IIPU KOTOPOM
JIOCTYITHOCTh

Caenenus (cooOrenus, JIAHHBIE) HE3aBUCHUMO
oT (HOPMBI UX TIPEICTABICHHUS
[IpoctpancTtBo  (TeppuTOopusi, 3JaHWE, YacThb  3/IaHUs),

B KOTOPOM HCKIIFOYEHO HCKOHTPOJIHUPYEMOC Hpe6BIBaHI/Ie JIMII, HE
HMMEIOIIHX MOCTOSTHHOTO MJIM Pa30BOT0 JOMYCKa, U TOCTOPOHHUX
TPAHCIOPTHBIX CPEACTB

OO6s3aTenbHOE ISl BHITOTHEHUS JTUIIOM, MTOJIYYUBIIAM JTOCTYII K
omnpeneneHHoN nHpopmaruu, TpeboBaHNE HE MepeaaBaTh TaKYIO
uH(pOpPMAIIHIO TPETHUM JIUIaM 0e3 coriacus ee obmaaarens
JeiictBus (omepanuu) ¢ NEpPCOHAIBHBIMU JTAHHBIMHU, BKJIIOYAst
cbop, cucTeMaTH3alMi0, HAKOIUICHWE, XpaHEHHe, YTOYHECHHE
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Omnepatop

[TepcoHanbHBIE TaHHBIE

VYrpo3a Ge3omacHocTu
nHpopmaruu

VAI3BUMOCTE

IlenoctHoCTh

(oOHOBJIEHUE, W3MEHEHHWE), HCIIOJIL30BAHHE, PACTIPOCTPAHECHUE
(BTOM wuucie mepenady), oO0e3nMUMBaHUE, OJOKHPOBAHUE,
YHHUYTOXXCHUE TIEPCOHABHBIX JIAHHBIX

TpaXIAaHUH WIM OPUAWYECKOE JIMIO, OCYIIECTBIISIONINE
JESITeIbHOCTh O JKCIUTyaTalud HH()OPMAIMOHHONW CHUCTEMBI,
B TOM 4YHClIe MO 00paboTke WHGOPMAIUHU, COJEpKaIICHCS
B e¢ 0a3ax JaHHBIX

Jlrobass wHpOpMAIMA, OTHOCAMIASCS K MPSMO WM KOCBEHHO
OTIPENICIICHHOMY HJIH OTpeesieMOMy (DU3NIECKOMY JIHILY

COBOKYIIHOCTb ~ YCJIOBHH U (bakTopos, CO3JAI0IIUX
HNOTEHIHATIbHYIO Win peanbHO CYLIECTBYIOILYIO
OIaCHOCTbD, CBSI3aHHYIO c YTEUKON uHpopManun

W/WIM HECAaHKIIMOHUPOBAHHBIMU ~ W/WJIM  HEMpelHaMEpEeHHbIMU
BO3JICUCTBUSIMH Ha HEe

Henocrarok (cmabocTh) MIPOTPAMMHOT'O
(mporpaMMHO-TEXHUYECKOT0) CPEACTBA WM HH(POPMALIMOHHON
CHCTEMBbl B IIEJIOM, KOTOPBIH (KOTOpas) MOXET ObITh
UCIOJb30BAaHA I peaju3aluu  yrpo3  0e30MacHOCTH
uHpopmaruu

YcroitunBocTh  mH(OpMANMM K HECAHKIMOHHPOBAHHOMY
WK cTy4yailHOMY BO3ICHMCTBHIO Ha Hee B Mpolecce 00paboTKH
TEXHUYECKUMU CPEJICTBAMH, PE3YJIbTATOM KOTOPOTO MOXKET OBITH
YHUYTOXKEHHE U UCKaXKeHHUE WH(POpMaIlun



I'OCT P

TTonutuka

JAAT

dCB Poccun
OCTIK Poccun

O0o03Ha4YeHUs ¥ COKPALlEeHU s

I'ocynapcrBennsbiii crannapt Poccuiickoit denepanu

[Tonutuka wuHopMannoHHON OezonmacHocTH ['OcynapcTBEHHOrO
OIO/DKETHOTO  YUPEXKIEHUs JOMOJHUTEIBHOTO oOpa3oBanus [{om
nerckoro TBopuectBa [Ipumopckoro paiiona Cankr-IleTepOypra

[ocynapcTBeHHOE  OFO/DKETHOE  YUPEKACHUE  JIOTOJHUTEIHLHOTO
oOpazoBanus lom aerckoro TBopuectBa [Ipumopckoro paiiona CaHkT-
[TerepOypra

®denepanbHas ciayx0a 6e3onacHoctu Poccuiickoi denepanuu

®enepanpHas ciryk0a 0 TEXHUYECKOMY U HKCIIOPTHOMY KOHTPOJIIO



1. OO6mue mojoxeHus

Hactosimass Ilomutuka TocymapcTBeHHOro OMODKETHOTO — YUPEXKACHUS  JOMOJHUTEIHHOTO
obpazoBanust Jlom merckoro TBopuectBa [Ipumopckoro paiiona Cankt-IlerepOypra (mamee - JJT)
SBIIIETCS JIOKYMEHTOM, OIPEACISAIONIMM HalpaBlIeHUus JAESITeIbHOCTH B oONacTu obecreueHust
nH(OPMAIMOHHON 0€30MaCHOCTH U MPEICTaBISIET cOO0M CHCTeMaTH3MPOBAHHOE M3JIOKEHUE ITIeNeH 1
3a/1a4 “HGOPMAIIMOHHOM 0€30MacHOCTH, KaK OJJHO WJIM HECKOJBKO MpaBWIl, MPOLERYp, IPAKTUYECKUX
IIPUEMOB U PYKOBOJSALIMX IIPUHLIMIIOB, KOTOpbIMU pykoBojcTByeTcs /1T, a Takke opraHu3aliMOHHBIX,
TEXHOJIOTMYECKHX U MPOLIETyPHBIX aCIeKTOB o0ecredueHrs nHHOpMaMOHHON 0€30MacHOCTH.

[Tonoxxenust Hactosimeit [loMMTHKM HE pacHpoCTpaHSIOTCS Ha obecriedeHue HHGOPMAIMOHHOM
0€30MMaCHOCTH CBEJICHUI, COCTABIISIIOIINX TOCY/IAPCTBEHHYIO TalHY.

OcHoBHOM  3amaueldi B  oOmactu  uH(popmanmonHod  Oe3zomacuoctn AT  mpusHaer
COBEpIICHCTBOBAHUE MEP U CPEACTB OOecreueHus 3auuThl HHGOpMauu HHGOPMAITMOHHBIX PECYPCOB
JIAT B KoHTekcTe pa3BuTHs 3akoHoAaresnbcTBa Poccuiicko Penepand M HOPM PEryIupPOBAHMS
MH(OPMAIIMOHHOH €ATEIbHOCTH B TEKYIIUX YCIOBUAX (PYHKIMOHUPOBAHUS MHPOPMALIMOHHOTO TOJIS.

ITpu pa3paborke IloMUTUKM YYUTHIBAJUCh OCHOBHBIE IPHUHILMIIBI CO3/1aHUS CHCTEM 3allUThI
uH(poOpMalMK,  XapaKkTepUCTUKM U BO3MOXKHOCTH  OPraHU3allMOHHO-TEXHUYECKUX  MeEp
Y COBPEMEHHBIX ITPOrPAMMHBIX U allllapaTHO-TIPOTPAMMHBIX CPEACTB 3alIUTHI HH()OPMAIIHH.

B pamkax cBoeit nesitenbHoctu JJJIT 06s13yercs npeanpuHUMATh BCE BOBMOXKHBIE MEPBI AJIs 3aIIUThHI
nH(GOPMALIUHU OT YyTPo3 O€30MACHOCTH HH(OPMAIIHH.

TpeboBanusi uHPOPMALMOHHONW OE30MAaCHOCTH, COOTBETCTBYIOT weisaM pAestensHoctd T
U IpelHa3HauYeHbl JJs CHI)KEHUS PHCKOB, CBS3aHHBIX C peanus3aluedl yrpo3 0e30macHOCTH
nH(poOpMaIuu.

[Tonutuka noctynHa BceM pabotHukam JI/IT u BceM mosib30BaTesisiM €ro pecypcos.

2. Iesm n 3axa4u obecnevyeHnss HHPOPMALMOHHOI 0€30NIACHOCTH.
2.1. Cyovekmot unghopmayuonHblil OMHOUIEHUIL.
CyObekramu 1ipu obecnieueHN nHGOpManuonHou 6e3omacuocty B JI/IT sBisrores:
— KaHAWAATHI JIs TpUeMa Ha padorTy;
— paboOTHUKY (B TOM YHCIIE€ YBOJIECHHbIE);
— YJIEHbI CEMbH PaOOTHHUKOB;
— oOyuaromuecs;
— ponutenu (3aKOHHBIE MPEACTABUTEIN) 00YIarONUXCS,
— TpaxJaHe, paboTaroIue 10 JT0roBOpaM Ipa’kAaHCKO-IIPABOBOIO XapaKTepa;
— (¢usnveckue 1A, NPeACTaBUTENN KOHTPAreHTOB B paMKaX HCIIOJHEHHs JOTOBOPHBIX 0053aTeNbCTB;
— ¢usmueckue nuna, noxasiue oopamienue B aapec JT;
— IOpMJIMYECKHME JIMIA, B paMKax MCIOJHEHHS JOTOBOPHBIX OOs3aTelIbCTB WJIM BO HCIOJHEHUH
TpeboBaHUI CO CTOPOHBI 3aKkOHOAaTeNbcTBa Poccuiickoit denepanuu;
— OpraHbl rOCy1apCTBEHHON BJIACTH.
2.2. Oovexmul ungpopmayuoOHHBIX OMHOWIEHU.
O6bexraMu HHGOPMAITMOHHBIX OTHOILIEHUHN SBIISIFOTCS:
— wuHpopmanmonusie pecypcst AT;
— ToCyIapcTBEHHbIE HH(OpPMALMOHHBIE cucTeMbl OneparopoM KoTopbix siBistercs /1T,
— mporecchl 00paboTku uHpopMmauuu B HH(popmanmoHHbIX cuctemax JJIT, uHpOpMaroHHbIE
TEXHOJIOTHH, PerJIaMEHThI U MpoIie1ypbl cOopa, 00pabOTKH, XpaHEHU U Tiepeaay HHpopManuu;
— uHpopManmoHHass WHQPACTPYKTypa, BKIIOYAIOIIAsl CUCTEMBbl OOpaOOTKH, XpaHEHMs] U  aHaJu3a
uHpOpMaLK, NPOrpaMMHbBIE U MPOTPaMMHO-aNIapaTHbIe CPEACTBA, B TOM YHCJE KaHAJbI CBS3U
U TeJIEKOMMYHUKAIUH;
— CHCTEMBl U CpelICTBa 3allUThl MH(OpPMAaLUU, OOBEKTHl W IOMEIIEHUS, B KOTOPHIX pa3MeIIeHbI
cpezncTBa 00paboTKu MH(OPMAIIHH.
2.3.1]enu obecneuenusn unghopmayuonnoll 6e30nacHocmu.



OcHoBHOU 1enpl0 obecrneueHus: uHpopManmonnoit Oeszomacuoctu JJAT sBustoTcs neiicTBus,

HamnpaBJieHHbIE Ha JOCTH)KEHUE 3aIIUThI CyObeKTOB MH(GOPMAIIMOHHBIX OTHOIIEHUH OT BO3MOXKHOTO
HAHECEHUS UM MaTepUaTbHOTrO, (U3MYECKOrO, MOPATHHOTO WJIM HMHOTO yiiepba, MOCpeacTBOM
CIIy4aiflHOTO WJIM MpeJHaMEPEHHOTO BO3eHCTBYS Ha HH(OPMAIUIO, B TOM YHUCIIE:

o0ecredeHns 0TKa30yCTOWYMBOTO (PyHKIIMOHUPOBAHUS IPOTrPAMMHBIX U allapaTHO-IIPOrPaMMHBIX
cpeactB AT u nmpenocTaBiseMbiX CEpBUCOB;

COOJIIOZICHHSI IPABOBOTO PEKUMA HCIIOIb30BAHUS MACCUBOB U CpeICTB 00paboTKu MHGOpMAIINH;
MpeNOoTBpallleHHs] peaju3aluyd  yrpo3 0e30macHOCTH HH(QOpPMAMU TPU  OCYIIECTBICHUU
nesarenbHocty T.

2.4. 3aoauu obecneuenusn ungopmayuonnoii 6e3onacnocmu.

Joctmwxkenue neneit odbecrneueHns nHPOPMAMOHHON 0e30macHOCTH U cBOMCTB nHpopmarmu T

pemacTCA CICAYINMU 3a1a4aMu:

3alIUThl OT HECAHKIIMOHUPOBAHHOTO JJOCTYIA K MH(MOPMAILIMOHHBIM pecypcam;

pasrpaHMUYeHMs 10CTYyIa MoJIb30BaTesel K MHPOPMALMOHHBIM, allllapaTHbIM, IPOIPAMMHBIM U HHBIM
pecypcawm;

perucTpanuy 1 NepruoIn4eckoro KOHTpoJIs JeHCTBUM Moab30Baresaei npu o0padboTKe 3aluIaeMoi
MHGOPMALIMHU U IEPUOJUUYECKUN KOHTPOJIb KOPPEKTHOCTH UX JI€HCTBUM;

KOHTPOJIS LIEJIOCTHOCTH CPEJIbl UCIIOJIHEHUS IIPOTPaMM U €€ BOCCTAHOBJICHHE B CIy4yac HapyILICHUS;
obecriedeHuss  ayTeHTH(DUKAIUM W WACHTU(UKAIMKA  TIOJIb30BATENICH,  y4YacTBYIOIIUX
B HH(OPMAITMOHHOM OOMECHE;

obecriedeHns: UCIIPAaBHOCTU NMPUMEHsAEMbIX B HH(popMannoHHbIX cuctemax /[T cpeact 3amurhl
uHpOpMaLnY;

CBOEBPEMEHHOTO BBISBIEHUE UCTOUYHUKOB Yrpo3 0e30macHOCTH MH(pOpMaUu, IPUYUH U YCIOBUH,
CIOCOOCTBYIOIIMX HAHECEHHUIO yliepba 3auHTEpecOBaHHBIM CyObeKkTaM MH(OPMAILMOHHBIX
OTHOIIICHHIA,

CO3JaHMEM TPYINIIBl MOHUTOPUHTAa M pearupoBaHHMs Ha yrpo3bl 0e30macHOCTH HH(OpMAINH
Y HETaTUBHBIE MTOCIIECICTBHS;

CO3JJaHMEM YCIIOBHM [ MUHMMM3ALMM HAHOCHMOTO yIiiepOa HEmpaBOMEPHBIMH JAEHCTBHUIMH,
U yCTpaHEeHHeE MOCIEICTBUI HapyleHus: HHpopManoHHoi 6e3omacuoct B JI/IT.

Pemenue Briuenepeuncienssix 3anad B /[T ocymecTsiseTcs nocpencTsom:

yueTa Bcex MOJUIekaliX 3aluTe HHQOpMaIMOHHBIX PECYPCOB;

pernamMeHTanuu  mporeccoB  00pa®oTku  uHpOpManuu, jaedcTBuil  pabotHukoB  JIJIT,
OCYLIECTBIIIOIINX JKCIUTyaTallMio MPOrPaMMHBIX U IIPOrPaMMHO-AIIIAPATHRIX CPEACTB, HA OCHOBE
YTBEPKICHHBIX OPraHU3allMOHHO-PACIIOPAIUTENIBHBIX JOKYMEHTOB I10 3alllUTe HHPOpMAIIHH;
Ha3HAYE€HHUS M TMOJATOTOBKON pabOTHHKOB, OTBETCTBEHHBIX 3a OpPraHM3AllMI0 U OCYIIECTBIICHUE
MEpOoNpUATHiA o obecneyeHnto nHpopManoHHoi 6e3onacHocty B A T;

HaQ/EJCHNUs KaXJIO0ro pabOTHHMKAa MHUHUMAJIbHO HEOOXOMMMBIMU TpaBaMM Ipu  pabore
B MH(OPMAIIMOHHON MHPPACTPYKTYpPE COIIACHO UX JIOJKHOCTHBIM 00SI3aHHOCTSIM;

coOnofieHnsl BceMH paOOTHUKAMM, HKCIUTYaTUPYIOIIUMH M OOCITYXHBAIOIIMMHU IPOrpPaMMHBIE
U TpOorpaMMHO-aNIapaTrHble  CpPEeACTBA, TpeOOBaHUN  OpPraHU3aAMOHHO-PACTIOPSAUTEIBHBIX
JIOKYMEHTOB I10 BOIIpocaM obecredeHusi HHPOpPMallnOHHON 6e301MacHOCTH;

MepPCOHATbHON OTBETCTBEHHOCTHIO Ka)KJJ0TO paOOTHHKA 332 CBOM JICHCTBHS, yUaCTBYIOIIETO B paMKax
CBOMX (YHKIMOHAJIBHBIX OOS3aHHOCTEW B Ipoleccax aBTOMATH3UPOBAHHOM 00paboTKH
nH(OPMaIMU ¥ UMEIOILETo JOCTYI K pecypcaM HHPOPMAIIMOHHBIX CUCTEM;

peanu3anel TEXHOJOTMYECKUX MPOIECCOB 00pabOTKM HMHGPOpMAIMM C  HCIOJIb30BAHUEM
KOMIUIEKCOB ~ OPTraHU3al[MOHHO-TEXHHUUYECKUX Mep 3allUThl MPOTPaMMHOIO  oOecredyeHus,
MIPOrpaMMHO-AIAPaTHBIX CPECTB;

MPUHATHS Mep Mo obecrneyeHuto (U3MYECKOM LEeTOCTHOCTH MPOrpaMMHO-AIIapaTHbIX CPEJCTB
MH(OPMAIIMOHHBIX CUCTEM U MOJIEPKaHUEM HEOOXOIMMOT0 YPOBHS 3aIllUIIIEHHOCTH KOMIIOHEHTOB;
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— UCMOJIBb30BaHMs TPOTPaMMHBIX M MPOTrPaMMHO-ANIAPATHBIX CPEACTB 3allUThl WH(POpPMALUU
obpabareiBaemoM B JIIT u anMuHHCTpaTUBHON TOAJEPKKON MX UCIIOIB30BAHUS;

— KOHTPOJISL COONIOJICHHMSI MOJIb30BaTEIIMA HH(OPMAITMOHHBIX CUCTEM TPeOOBaHUM MO 00ECIEYCHUIO
nH(pOpPMAITMOHHOM 0€30TTaCHOCTH;

— mpoBeneHUs: aHanu3a 3G(GEKTUBHOCTH MPHUHATHIX MEp 3alIUThl MHGOpPMAlUU U TNPUMEHSIEMBIX
cpexacts 3amuthl nHpopmanuu B JAT;

— pa3paboTKH M peaiu3aluy NPEJIOKESHUN MO COBEPIICHCTBOBAHUIO CHUCTEM 3alIUTHI MH(OPMAIIH

B IIT.

3. llpuHumMnel odecnedyeHuss UHGOPMANMOHHOM 0€30I1ACHOCTH.

Obecnieuenne WHGOPMAIIMOHHON 0€30MACHOCTH, JOJDKHO OCYIIECTBIATHCS B COOTBETCTBUU

CO CJIEAYIOIIUMHU OCHOBHBIMH NIPHUHLIUIIAMM:
— Ilpunyun 3axonnocmu

[Ipu BbIOOpEe MepompHUATHI MO 3amuTe WHPOPMAIMH, IOHKHO COOIIOHAThCs JeHCTBYIOLIEE
3akoHozaTeNbCcTBO Poccuiickoit denepanuu B cepe 3amuThl HHHOPMALIUY.

Bce paGoTHUKY TOKHBI UMETh IPEACTaBICHNE 00 OTBETCTBEHHOCTH 32 IIPaBOHAPYIICHUS B chepe
3amuThl UHGopMmanuu. IIporpammHo-anmnaparHsle cpesnctBa, npuMensiemsle B JJIT, nomkHbl UMeETh
COOTBETCTBYIOILIUE JUIEH3UU, OQUIUAIBHO NMPUOOPETAThCSA Y NpEeACTaBUTENIeH pa3padOTUMKOB 3THUX
CPEICTB WJIU SIBJISATHCS MHTEIUIEKTyallbHOM coocTBeHHOCTRIO JIJIT.

— Ilpunyun cucmemnocmu

[Ipu co3gaHMM CUCTEMBI 3aIIMTHI JIOJKHBl YUUTBHIBATHCS AaKTyalbHbIE YIpo3bl 0€30IacHOCTU
nHGOpMaLHU, BO3MOXKHbIE OOBEKTHI U HallpaBJIEHHs aTak Ha Hee CO CTOPOHbI Hapymmrenei. Cucrema
3alIUTHl JIOJDKHA CTPOUTHCS C YYETOM HE TOJIBKO HW3BECTHBIX KAaHAJIOB YTEYKH WH(POpPMALNH,
HO U C y4€TOM BO3MOXKHOCTH IOSIBIICHHS HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIICUCHHH.

— Ilpunyun Komnaekcnocmu

KomruiekcHOE HCIONB30BaHUE CPEICTB 3alIUThl WH(GOPMALUHU IPEAIONaraeT COIIaCOBaHHOE
IPUMEHEHHE NPU NOCTPOEHUM LIEIOCTHON CHCTEMBbl 3alIUThI, EPEKPBIBAIOLICH BCE CyIIECTBEHHbIE
yrpo3el Oe3onacHOocTH HMH(OpManuu. 3aluTa JO0HKHA CTPOUTHCA SUIETOHHpPOBaHO. Pusnyeckas
3alUTa JOJKHA 00ecreuynBaThesl GU3NUECKUMHU CPEICTBAMH U OPTaHU3Al[MOHHBIMU MEPaMHU.

[Tpu mocTpoeHnr, BHEAPEHUH U SKCILTyaTallil CUCTEMBI 3aIlIUThl HHGopMauu pykoBojactso JJT
obecrieyrBaeT ycinoBHs s APQPEKTUBHOM KOOpAMHAIMM JIEHCTBHH BCeX JMI, 00eCHeuyuBaroIUX
MH(OPMALMOHHYIO O€30MaCHOCTb.

— Ilpunyun ceoegpemennocmu

Pa3pabotka cuctemsbl 3amuThl MHGOPMAlMU AOKHA BECTUCh MApajuIeNIbHO C pa3paboTKOM U
MH(GOPMALMOHHOM CUCTEMBI. DTO MO3BOJIUT Y4eCTh TpeOOBaHUS OE€30MaCHOCTH MPU MPOEKTUPOBAHUU
apXUTEKTYpbl U, B KOHEYHOM cueTe, co3farh Oosee 3¢ (deKTuBHbIE HHPOPMALIMOHHBIE CUCTEMBI,
o0Jaarole JOCTaTOUHBIM YPOBHEM 3aIIUIIIEHHOCTH.

— Ilpunyun npeemcmeennocmu

[TocTossHHOE COBEpIIEHCTBOBAaHWE MEp M CPEICTB 3allUThl HMHQOpPMALlUM HA OCHOBE
MIPEEMCTBEHHOCTH OPraHU3al[MOHHBIX M TEXHUYECKUX pELICHWH, KaJpoBOrO COCTaBa, aHaju3a
(GYHKIIMOHUPOBaHUS MHPOPMALIMOHHBIX CUCTEM U CUCTEMBI €€ 3allUThI C yUeTOM U3MEHEHHUI B METO1aX
U Cpe/IcTBax IepexBaTra HH(POpPMallMi, HOPMAaTUBHBIX TpeOOBaHUHN 1O 3alIUTe MH(DOPMAIHH.

— Ilpunyun oocmamounocmu

CooTBeTcTBHE ypOBHS 3aTpaT Ha oOecredyeHue MHGPOpPMAIMOHHOW O€30MacHOCTH U IIEHHOCTHU
MH(OPMALMOHHBIX PECYPCOB Ha BETMUYMHY BO3MOXKHOTO yIep0a OT UX pa3mialleHus, YHUYTOXKEHHS U
uckaxenus. lcrnonb3yemble Mepbl M CpeICTBa 3allUThl HH(OPMAlMU HE JOJDKHBI YyXyIUIaTh
HPrOHOMHUYECKHE MTOKA3aTeNTd KOMIIOHEHTOB HH(OPMALIMOHHBIX CUCTEM.

— Ilpunyun omeemcmeennocmu

Boznoxxenrne oTBETCTBEHHOCTH 3a olecriedeHue 0e30macHOCTH MHpopmauu u ee o0paboTku Ha
Ka)JI0ro pabOTHHKA B ITpeJiesiaX ero MOJIHOMOYH. B COOTBETCTBUM C 3TUM NPUHIIUIIOM paclpeieieHne
paB U 00s13aHHOCTEN paOOTHUKOB CTPOUTCS TAKMM 00pa3oM, 4TOOBI B CiTydae JJr000ro HapyleHus ObL1
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W3BECTEH HAPYIIUTENb.
— Ilpunuun 06ocnosannocmu u MexXHUYECKOU peanu3yemocmu

NudopmamoHHbie TEXHOJIOTHHM, MPOTrpaMMHBIC W IPOTPaMMHO-aNIapaTHbIE CPEICTBa, MEPbI
3amUThl THPOPMAITUH TOJHKHBI OBITh PEATM30BaHbI [0 COBPEMEHHBIM PEIICHUSIM, 000CHOBAHBI C TOYKU
3peHHsI JIOCTIDKEHHUS 3aJaHHOTO YPOBHS  3alIMIICHHOCTH HWHOOpPMAIMM M IKOHOMHYECKOM
[IEJIECOO0PA3HOCTH, a TaKXe COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM U TpeOOBaHHIM I10
0e30macHOCTH UH(MOPMAIIHH.

— Ilpunyun npogpeccuonanuzma

Peanuzanus Mep 3amuThl HHGOPMAIIUU U IKCIUTyaTallis CPENICTB 3aIlUThl HHPOPMALIUU JTOJHKHA
OCYIIECTBIATHCS MPO(HECCHOHAIIBHBIMU CIICIIUAIICTAMH.

[IpuBneueHue crnenUaIM3UPOBAHHBIX OpPraHU3AMN K pa3pabOTKe CPEICTB M pealiu3alluud Mep
3aUTHl UHQOpPMAIUHK, TMOATOTOBICHHBIX K KOHKPETHOMY BHIY JEATEIBHOCTH IO 00€CIICUCHHUIO
0€30MacHOCTH WH(POPMAIIMOHHBIX PECYPCOB, UMEIONINX OMBIT MPAKTHYECKOW paOOThl M JTUICH3UU Ha
MpaBO OKa3aHUs YCIYT B 3TOH 00JaCTH.

— ITlpunyun munumuzayuu npusuezuii noab3oeameneil
OOGecrieyeHre MOIB30BATENCH MPUBWICTUSIMH MUHHUMAJIBHO JOCTATOYHBIMU JJISI BBIMOJHEHUS
MMM CBOUX JOJKHOCTHBIX o0si3anHOCTEH B JI/IT.

4. OcHoBHbIe TPeOOBaHUS 110 3allUTe HH(POPMALMU OTPAHMYEHHOI0 JOCTYIIA.

Cucrema 3ammThl WHQOpPMAIMM JODKHA MPEIyCMaTpUBaTh KOMIUIEKC OpPTraHMU3alMOHHBIX,
MPOrPaMMHBIX M MPOrPaMMHO-AINAPATHRIX CPEACTB M Mep MO 3auuTe uHGopMaIiu B MpoIecce ee
00paboTKw.

Brinonnenue TpeboBaHUN JOCTUTAETCS 3a CUET pealu3aluy Ha 00beKTax MH(OpMaTH3AIUN Mep
IO 3aIIuTe HHPOPMAITIH:

— WISHTU(UKAIUK U ayTEHTH(PHUKAINN CyObEKTOB TOCTYIa U OOBEKTOB JAOCTYIIA;

—  YOPaBJICHUIO JOCTYIOM CYOBEKTOB JIOCTYIA K 00BEKTaM JI0CTYIIa;

— OrpaHUYEHUIO IPOTPAMMHON CpEJIbl;

— 3alUTe MalIMHHBIX HOCUTENEH epCOHANIbHBIX JaHHbIX;

— peructpanuu coObITUN OE30MaCHOCTH;

— aHTUBHUPYCHOH 3alINTE;

— 0OHapy>XEHUIO BTOPKEHUI;

— KOHTPOJIIO (aHAJIN3Y) 3alMIEHHOCTH MEPCOHATBHBIX JAHHBIX;

— o0ecredeHuIo 1eJI0CTHOCTH HH(POPMAIIMOHHON CUCTEMBI M IEPCOHATIBHBIX JAHHBIX;
— o0ecIeuyeHuIo TOCTYITHOCTH NEePCOHATIBHBIX JaHHBIX;

—  3alIUTHI CPeAbl BUPTyaIN3allliN;

—  3alIUThl TEXHUYECKUX CPEJICTB;

— 3aiuThl UHQOPMAIIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U NEpeayyl JAHHBIX; BBISBICHUIO

MHIUACHTOB U PEarpOBAHNUE HA HUX;

— ynopaBieHuI0 KoHpurypauueil MHGOPMAIIMOHHON CHCTEMBbl M CHUCTEMBbI 3aIUThl MEPCOHATBHBIX

JTAHHBIX.

JIT, xak oOmagarens MH(GOpMAIMKM OrpaHUYEHHOTO JOCTyMa, MPU OCYIIECTBICHUU CBOMX IPaB
00s13aH0:

— co0moAarh mpaBa U 3aKOHHbIE MHTEPECHI UHBIX JIMIL;
— TpUHHAMATh HEOOXOIMMBbIE MEPHI IO 3alllUTe HHPOPMALIHH;
— OrpaHUYUBaTh JOCTYN K MH(MOpPMAIUH, €CIIU Takas 00s3aHHOCTh YCTAHOBJIEHA 3aKOHO/IaTEIbCTBOM

Poccuiickoit @enepanuu.

B Ttom uymcne, JJT Bmpase, eciu MHOE HE MPEAYCMOTPEHO 3aKOHOAATENLCTBOM Poccuiickoit
denepanuu:

— paspeuiath WIM OrpaHUYMBATH JOCTYN K MH(GOpPMAIUH, ONPEAEsaTh MOPSI0K U YCIOBHUS TaKOro

JOCTyTIa;



— HCIOJIB30BaTh MH(OPMAIIHIO, B TOM YHCJIE PACIIPOCTPAHATH €€, IO CBOEMY YCMOTPEHHIO;

— nepegaBaTh MH(GOPMALMIO APYTUM JIMI[aM Ha yCTAHOBJICHHOM 3aKOHOAATEeNbCTBOM Poccuiickoil
®denepauyy OCHOBaHUU;

— 3aIWIIATh yCTaHOBJICHHBIMH 3aKOHOJATeNbCTBOM Poccuiickoii denepariiu criocodbamMu CBOU IpaBa
B CJy4ae HE3aKOHHOTO IOJIyuyeHHs MH()OpPMalUM WM €€ HE3aKOHHOI'O HCIOJIb30BaHMS MHBIMU
JIULAMU;

— OCYUICCTBISTH MHBIE JIEMCTBUS C MH(OpMAIMel WK pa3pemaTh OCYIIeCTBICHUE TaKuX JeHCTBUH,
€CJIM 3TU JeHCTBUS HE MpoTUBOpeyar (eaepalibHbIM 3aKOHAM U JIPYT'MM HOPMAaTHUBHO-IIPABOBBIM
axkrtaMm Poccuiickoit @enepanuu.
3amura HHGOPMaLMU OIPaHUUYEHHOI'O JOCTYIIa IPEACTaBIAeT COOOH NPUHIATHE OPTaHU3ALOHHBIX

U TEXHUYECKUX MEp, HAIIPABJICHHBIX Ha:

— coOmofeHne KOH(PHUACHIIMATHLHOCTH WHGOpMAIUU (MCKIIOYCHHE HEMPABOMEPHOTO JIOCTYIIA,
KOIIMPOBAHMsI, IPEAOCTABICHUS UM PaclipoCTpaHeHUs! UH(OpMaLnn);

— olecrieueHue MLEJOCTHOCTH HHGpOpMaLuu (MCKIIOYEHUE HENPABOMEPHOIO YHHUUTOXEHHS WIIH
Mo (pULMpPOBaHUs UHPOPMALIHH);

— peaNu3anudio mpaBa Ha JOCTYH K MHPOpManuu (MCKIIOYEHHE HEMPAaBOMEPHOTO OJIOKHPOBAHHS
nHpOpMaLINN).

CpencrtBa 3amuThl MHGOPMALMM BHEAPAIOTCA IO pe3yibTaTaM IPOBEIEHHUS OLEHKH pPUCKOB
MH(POPMALMOHHON OE€30MTaCHOCTH.

—  Opzanuszayus 3auumel ungopmayuu

[Tpu opranuzauuum B IMMHa3Mu 3amUTHl MHGOPMAILMM, JOJDKHBI BBIIOJHATHCS TpPeOOBaHMS
®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O06 undpopmauu, THPOPMAITHOHHBIX TEXHOIOTHUIX
U 0 3amuTe UHPOpPMaLUK», KOTOpbIE PEryIHpYIOT OTHOLICHUS, CBA3aHHBIE C YCTaHOBJICHHEM,
W3MEHEHHEM U TMPEKpaIleHueM pexuma oO0paboTKM 3ammmaeMoil uH(popMamuu. B Tom umcie
TpeOOBaHUs O 3aluTe UHPOPMALMM, HE COCTABJSIOIIEH IOCYIapCTBEHHYIO TaiiHy, copepiKalencs
B TOCYIApCTBEHHBIX HMH(POPMALIMOHHBIX cHcTeMax yTBepkaeHHble npukazom PCTOK Poccun
or 11.02.2013 Ne 17 «O06 yTBepkaeHuU TpeOOBaHUN O 3amuTe MH(POPMALMU, HE COCTaBJISAIOUICH
rOCyIapCTBEHHYIO TaiiHy, coJepiallelics B TOCYIapCTBEHHBIX WH(GOPMAIIMOHHBIX CHCTEMaX»
U1l TOCYJapCTBEHHBIX HHPOPMAITMOHHBIX cucTeM no kotopsiM JJIT sBnsercs Oneparopom.

B JI/IT, moMumMo peanu3aiiii OCHOBHBIX Mep 3alUThl HHPOPMAIIUU, OCYIIECTBIISIECTCS:

— peryisipHas OIlEHKa M YIpaBlieHHE pUCKaMH MH()OPMALMOHHOW 0€30MacHOCTU B COOTBETCTBUU
C YCTaHOBJIEHHBIMH NPOLIEAYPaMH B 001aCTH YIPABICHUS PUCKAMU;

— uHpopmMupoBaHUEe, oOOyueHHE U TOBblIeHHe KBanu¢ukanuu padotukoB JJIT B chepe
nH(pOpMAITMOHHOM 0€301aCHOCTH;

— MeToauYecKas MOMOIIb pabOTHUKAM B Bollpocax olOecriedeHns HH(OpMaMOHHON 0€3011acHOCTH;

— aHaJIu3 U MOMCK BO3MOXKHOCTEH MO0 MOBBILIECHUIO YPOBHS 3aIIUIIEHHOCTH NH(OpMAIIH.

Jns opranuzanuu 3amuthl uHGopmanuu, JJAT BopaBe NpUMEHSATh CpPEACTBA M METOJBI
TEXHUYECKOM 3alIUThl, PEANPUHUMATE IPYrUe, HE IMPOTUBOPEUALINE 3aKOHOAATENBCTBY Poccuiickoit
Denepannu, MEPHI.

B pamkax oOecneueHusi 3amuThl MH(OPMALMU, B paMKaxX TPYAOBBIX OTHOIIEHUH HEOOXOIUMO
O3HAKOMHUTH TOJ POCIHUCH PaOOTHHUKOB, JTOCTYN KOTOPHIX K HWH(OpPMALMU OTpPaHUYEHHOTO JOCTYyIa,
HEOOXOUM Ui BBINOJIHEHUS MMM CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH, ¢ MepeyHeM HHbOpManuu
OrPaHUYEHHOTO JIOCTYTa, ¥ MPUHATHIMUA B [ MMHa3uM MepamMH 3aliUThl HH()OpMAIIHH.

—  Ocobennocmu 3auumaul NEPCOHAILHBIX OAHHBIX

[Tpu opranuzanuu ob6padotku B /AT mepcoHanbHBIX JaHHBIX HEOOXOAMMO PYKOBOJCTBOBAThCS
tpeboBanusMu denepanpHoro 3akoHa oT 27.07.2006 Ne 152-03 «O nepcoHaNbHBIX JAHHBIXY.

[Tepeuenp Mep, BeIMOTHEHNE KOTOPHIX oOecreunBaeT JJIT B kauecTBe omeparopa mepcOHAIBHBIX
JAHHBIX, JOJDKEH BKJIIOYATh:

— HazHadenue B /IJIT oTBeTCTBEHHOI0 3a OpraHu3annio 00padoTKH NEPCOHATbHBIX JAHHBIX;
—  pa3paboTKy JIOKYMEHTOB, OINpPEAENSIONMX MpaBUiia B OTHOIIEHWH OOpabOTKH NEepCOHANIbHBIX

JaHHBIX B I[I[T, JIOKAJIbHBIX aKTOB I10 BOIIpOCaM O6pa60TKI/I NEPCOHAIBHBIX JAHHBIX;
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— TPUMEHEHHE OpPraHM3alMOHHBIX M TEXHHYECKHMX Mep MO0 OO0eCleYeHnI0 O0e30MacHOCTH
MIEPCOHAJIbHBIX JAHHBIX B COOTBETCTBUU co crarbedl 19 denepanpHoro 3axkona or 27.07.2006
No 152-®3 «O nepcoHalbHBIX JaHHBIX»;

—  BBINOJHEHHE TPEOOBAaHUM IO COCTaBy U CONEP)KAHUIO OPraHU3AIMOHHBIX W TEXHUUYECKHX Mep
1o o0ecrneyeHnto 6e30MaCHOCTH MePCOHANBHBIX JaHHBIX MPHU UX 00paboTKe B MH(OPMAIIMOHHBIX
cUCTeMax MepCOHANIbHBIX AaHHBIX yTBEPKAEHHBIX [Iprkazom ®CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpXKAECHUU COCTaBa M COJCPIKAHUSA OPraHM3AIMOHHBIX M TEXHUYECKHX Mep IO
o0ecrieueHro 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX NpU UX 00paboTke B MH(POPMAIIMOHHBIX
CHUCTEMaXx MEePCOHAIbHBIX JTAHHBIX);

—  OIIGHKY Bpe/ia, KOTOPBI MOXET ObITh MPUYMHEH CYOBEKTaM MEPCOHANBHBIX JIaHHBIX B CIydae
HapyuieHus @eaepanbHoro 3akoHa Ne 152-D3, coOTHOIIEHUE YKa3aHHOTO BpeAa U MPUHUMAEMBIX
OIIEpaTOpPOM Mep, HAIPABJICHHBIX HA 00eCcIIeueHNEe BRITOTHEHNS 00S3aHHOCTE!, TPEeTyCMOTPEHHBIX
®enepanbHbiM 3ak0HOM Ne 152-D3;

— o3Hakomsienue padotuukoB JIJIT, HemocpencTBEHHO OCYIIECTBISIIOMIMX 00pabOTKy MepCOHATBHBIX
JIAHHBIX, C MOJOKEHUSAMHU 3aKOHOAareabcTBa Poccuiickoit denepanuu O MEpCOHAIBHBIX TaHHBIX,
B TOM 4YHclie TPeOOBAaHUSIMHU K 3allIUTE NEPCOHAIBHBIX JaHHBIX, TOKYMEHTaMH, ONPEICISIOIIUMU
tpeboBanuss JIJAT B oTHOomeHun o0OpabOTKM TEPCOHANBHBIX JaHHBIX ©  OOydYeHHe,
IPH HEOOXOTMMOCTH, YKa3aHHBIX PAOOTHUKOB.

OOGecrieuenune 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX JOCTUTAETCS, B YACTHOCTH:

—  OIpe/ENICHUEM YIpo3 U HapylIuTesel 0e30MacHOCTH EPCOHAIbHBIX JaHHBIX

—  Tpu uxX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX;

—  OIpeAeNICHHEM YpPOBHSI 3aIIMIICHHOCTH IEPCOHAIBHBIX JAHHBIX B COOTBETCTBHH C TPEOOBAHUSIMU
[locranoBnenust IlpaBurensctBa Poccuiickoit ®enpepanuun ot 01.11.2012 Ne 1119
«O0 yTBepxkIeHUU TpeOOBaHMII K 3alIUTe NEPCOHANBHBIX JAaHHBIX NpU HX 00paboTke
B MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX TAaHHBIX);

— TIPUMEHEHHEM IPOMICIINX B YCTAHOBIEHHOM IMOPSJIKE IPOLEAYPY OLIEHKH COOTBETCTBUS CPEICTB
3aIuThl HH(GOPMAIUY;

— OmLEHKOM 3¢ (EeKTUBHOCTH MPUHUMAEMbIX MEp MO 3alllUTe MEePCOHATbHBIX MaHHBIX 10 BBOIA
B AKCIUTyaTaluio UHPOPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX JaHHBIX;

— BOCCTAHOBJICHHMEM II€PCOHAJbHBIX JAHHBIX, BCJIEJICTBUE IOJYYEHHS HECAHKLHOHHUPOBAHHOIO
JIOCTYIIa K HUM;

— YCTaHOBJIEHHEM  TMpaBWJI  JOCTynma K  TEpPCOHaJbHBIM  JaHHBIM, 00pabaThIBAEMbBIM
B MH(GOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX, @ TAK)KEe 00CCIIEYCHHEM PETUCTPALUU U
ydeTa BceX JIeUCTBUM, COBEPIIAEMbIX C IEPCOHANBHBIMU JAHHBIMU B HH()OPMAIIMOHHBIX CHCTEMaX
MEPCOHABHBIX JAHHBIX;

— KOHTPOJIEM 3a NMPUHUMAEMBIMU MEpaMM IO 3allIUTE MEPCOHAJIbHBIX JAHHBIX M OINpPEAEICHHOIO
YpOBHS 3alllMIICHHOCTH HWH(OPMAIMOHHBIX CHCTEMaxX TIEepPCOHANBHBIX TaHHBIX B Ipoliecce
€€ dKCILTyaTaluu.

5. OcHoBHbIe TPeGOBaHMS K NpoLeccaM odecrneyeHus HHPOpPMaMOHHON 6e30MacHOCTH

Mertoauueckoe pPyKOBOJCTBO, pa3pabOTKy pelleHUil Mo 3amuTe WHGOPMAaLUU, COINIAaCOBaHHE
BBIOOpA CPEICTB BBIYMCIUTEIBHON TEXHHUKH, MPOTPAMMHBIX W MPOTpaMMHO-aINNapaTHBIX CPEICTB
3alIUThl HH()OPMAIMH, OPraHU3alUIo padoT M0 BRISIBICHUIO BOBMOXHOCTEH U MPETyTPEKICHUIO YTEUKU
U CBOWCTB 3amiuiiaeMod HMH(OpMAlMM, aTTeCTallMi0 OOBEKTOB HHGOpMATH3alMH OCYIIECTBIISET
cucreMHbI anmunuctparop JAT.

—  Qu3uueckasa 6e30nacHoCms

[IpuHsATBIE OpraHU3allMOHHBIE M TEXHUYECKHe Mepbl no 3ammre nomenienu /T, cepepHoro
U KOMMYTAI[MOHHOTO OOOpY/IOBAaHHUS, aBTOMAaTH3MPOBAHHBIX paboOYMX MeCT MOJb30BaTenei
nHpopmarmonasix cuctem JIJIT, oOecrneunBaroT peaanu3anuo CIeIyONX Mep 1o:
— pasrpaHUYeHHIO JOCTyIa paboTHHKOB B momernieHus [I/IT B cOOTBETCTBUY ¢ UX MOJTHOMOUYUSMH U

JOJDKHOCTHBIMU OOSI3aHHOCTSAMU;
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— KOHTpOJHMpyeMoMy HpeObIBaHHIO MOCTOpOHHUX Jull B JIJIT B momemieHusi, B KOTOPBIX BEAETCS
o0OpaboTka wWH(pOpMAMKM OrPAaHMYEHHOrO [JOCTyNa M pa3MELIeHbl anmapaTHble CpPeAcTBa
MH(GOPMALIMOHHOM CUCTEMBI;

— OpraHM3alyu peXHMa KOHTPOJIUPYEMOro BHOCA/BBIHOCA CPEACTB 00pabOTKH UHPOPMALIH.
[Momemenuss JJAT momxHBI OBITH 000PYIOBaHBI JETEKTOPAMHU OTHS U JbIMA, OTHETYIIUTEISIMHU,

CPEICTBAMM OXPaHHO-II0KAPHOM CUTHAJIM3ALMH.

OcHOBHOE cepBepHOE H KoMMYyTanuoHHOe oOopymoBanue JIJIT momxkHO OBITH 3aIUINEHO
OT nepeboeB B MOAAa4Ye NIEKTPOIHEPTMU IYTEM IOAKIIOUEHHUS K SIIEKTPOCETH € IPUMEHEHHEM
MCTOYHHUKOB OecriepeO0HOTO MUTaHUS U PE3E€PBHOTO In3eib-reHeparopa. Mcrounuku 6ecrepedoitHoro
IUTaHUA HEOOXOJUMO PEryssipHO TECTHPOBaTb U IMPOBEPSATHh YNOJHOMOYEHHBIM paboTHukaMm JIJIT
B COOTBETCTBUHU C PEKOMEHJALUSIMHU IIPOU3BOAUTEIIA.

[TopraTuBHBIE TEXHUYECKHE CPENCTBA HE JOJDKHBI OCTABATHCA 3a IPEICIIaMU KOHTPOJIMPYEMOU
30ubI [IJIT 6€3 koHTposist co ctopoHbl padboTHUKOB JI/IT.

— be3onacnocmo na padbouem mecme

3ampemiaercss BECTHM 3alUCh MAapoJed B OTKPBITOM BUAE Ha MAaTepUAIbHBIX HOCHUTEN,
3a UCKJIIOYEHHMEM CIIy4aeB, PEIVIAMEHTUPOBAHHBIX METOJOB XPAHEHHS.

JIOKyMEeHTBl M HOCHUTEIM C HHpOpMaLMeld OrpaHUYEHHOrO JOCTyNa JOJDKHBI yOuparbes
B omeyareiBaeMble MecTa (ceddpl, mkapel W T.IL), mpu yxoae ¢ pabodero Mecra.
Ha aBromaTtusupoBanHoM pabouem Mecte Ilosnb3oBarens pabouast ceccust IOJKHAa OBbITh IpepBaHa,
paboumii cToi 3a010kupoBaH. Bxos monbp30Barelist B CHCTEMY HE JJOJKEH BBITOHATHCS aBTOMATHIECKH.

JlokyMeHTHI, conepramue HH(OpMAIMI0 OrPaHUYEHHOrO JOCTyIa, JAOJDKHBI Cpa3dy H3bIMaThbCs
U3 TMeYaTAIUX YCTPOUCTB. Y THIM3anus KOHQUACHIHAIBHBIX 10KyMeHTOB B JIJIT ocymecTBisercs
B COOTBETCTBUM C JACHUCTBYIOIIMMHU TpeOOBaHMSAMU U npaBwiamu. IIpu ucnosnb30BaHMM MOOMIIBHBIX
TEXHUUYECKHUX CPENICTB HEOOXOIMMO COOJIIOAATH IOMOIHUTEIbHBIE MEPHI 110 PETVIAMEHTALIMU U KOHTPOJTIO
UCIOJIb30BaHMs B HHGOPMALIMOHHON CUCTEME MOOMIIBHBIX TEXHUUECKHUX CPEJICTB.

Haxoxnenue npexncraBuUTelled HOPUAMYECKUX JIMIL B pPAMKaxX MCIOJHEHUS JIOTOBOPHBIX
00s13aTeNbCTB B IOMEILEHUSAX B KOTOPBIX BeleTcs 00paboTka MH(OpMAalMK OrPaHUYEHHOrO JIOCTYIa
MH(OPMAIMOHHON CHUCTEMBI, BOSBMOKHO TOJBKO B compoBokJeHHH padotHuka AT nomymieHHOTO
710 00pabOTKU Takoi HHpOpPMALIUH.

Pa3menienne TexXHUYECKHUX CpelNCTB BbIBOjJAa MH(opmauuu B nomemeHusx T nmpousBomutcs
C YY4€TOM HCKJIIOUEHHsI BO3MOKHOCTH BU3YaJIbHOTO MPOCMOTPA UH(POPMALIMU TOCTOPOHHUMH JIUIIAMU
1 pabOTHHUKAMH, HE TOMYUIEHHBIM K padoTe ¢ JaHHON HHPOpMaLUEeH.

TexHnYecKHe CpefcTBa JOJKHBI pa3MelaTbcss U XpaHUTbCS TaKUM 00pa3oM, YTOObI COKPATHThb
BO3MOXKHBIM PUCK ITOBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JTOCTYTIA.

— Texnuueckoe oocayycueanue 000pyoosanus

Texunueckue cpeacrtea JJIT 1DOMKHBI NPOXOOUTH HA PETYIAPHOM OCHOBE CEPBHCHOE
o0cCiTy’kKMBaHHE B COOTBETCTBUU C PEKOMEHAAIMSIMU ITPOU3BOJUTENEH 000pyI0BaHUS.

PeMOHT u© cepBucHOe O0OCIyXHBaHHE OOOPYIOBAaHHMS JIOJDKHBI  BBIIOJHATBCA — TOJIBKO
KBaJIN(DULIMPOBAHHBIMU CIIELUATHCTAMHU.

TexHnveckoe o0CITy>)KUBaHHE 000PYOBaHUS CTOPOHHUMHU OPraHU3ALUSAMH HE JIOJKHO TPUBOIUTD
K PUCKY HapylUIeHHs KOHQUACHIIMATFHOCTH 3alllUIIaeMOi HHPOpMAaIIIH.

—  Bzaumooeiicmeue c mpemovumu auyamu

B nensax obecneuenus nnpopmannonnoit 6esonacaoct JAT, npu B3auMoaecTBUN C TPETHUMHU
JIMLIaMH, JOJIKHA BBIMOJIHATE CIEAYOIINAE MEPOIPUSITHS TO:

—  3aKJIIOYEHMIO COTIIAIIeHMs O Hepa3MIalleHuH WHGOpMAIMK OTPaHUUYEHHOTO J0CTYIa MOTYyYeHHON
B XOJI€ MCIIOJHEHUS JIOTOBOPHBIX 00s13aTENIbCTB;

—  OCYILECTBICHUIO KOHTpOJI 3a JEHUCTBUAMHU IPEACTAaBUTEIEH KOHTPAreHTOB B IIpeleiax
KOHTpoaupyemoit 30ubI JIJIT.

—  Ynpaenenue srcuznennvim YuUKIOM UHPOPMAUUOHHBIX CUCHEM

Meponpustus B mpolecce XH3HEHHOro Lukia nHpopmannonueix cucreM /T nomxHbel OBITH

HampaBlieHbl Ha oOecriedyeHue 3aluThl HHGOpMAIMM TpU BBOAE B JCHCTBHE, JKCIUTyaTalluy,
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CONPOBOXKJICHUH U MOJIEPHU3AIINH, BBIBOJA U3 IKCILTYaTallUH.

OcHoBaHHeM TIpH pa3padOTKe HHPOPMAIIMOHHBIX CUCTEM JTOJKHBI SBISITHCS PEIICHUS, IPUHSITHIC
Ha craguu GOopMUpPOBaHUS TPeOOBAHUMN, coiepKalue TPeOOBaHUs, B TOM YHCIIE 0 CUCTEME 3allUTh
uHpOpMaIny.

Jlroboe, maHupyeMoe K BHEIPEHUIO, U3MEHEHHE MH(OPMAIMOHHON CHUCTEMBI IMPEIBAPUTENHHO
JOJDKHO OBITh MPOAHATM3UPOBAHO HA COBMECTHMOCTh M OTCYTCTBUE HAPYIIECHHH pabOTOCIOCOOHOCTH
CUCTEMHBIX KOMIIOHEHTOB, B TOM YHCJI€ CPEICTB 3aIUThI HH(OPMAIUH.

PaboTs! mo MonepHu3anun HHPOPMALMOHHON CHCTEMBI, B TOM YHCIIE [T0 YCTAHOBKE IIPOrPAMMHOTO
oOecrieueHrss U OOHOBIICHUH, JOJKHBI MPOBOJUTHCS B Hepabouee BpeMs WM BpeMsi HaWMEHbIIeH
paboueii Harpy3KHu.

[Ipu BbBIBOAE U3 OKCIUTyaTalMd HMH(DOPMALMOHHBIX CUCTEM JODKHO  00ecreynBaThbes
rapaHTHPOBAaHHOE yjaneHue oOpabaTbiBaeMO M XpaHUMOW B HUX MH(OpMAIMH C HCIIOIb30BAHUEM
CPEICTB TapaHTHUPOBAHHOTO YHUYTOXKEHUS HHGOpMAIMU WM HyTeM (U3MYECKOTO0 YHHUYTOXKCHHS
HOCHUTEIeH NHPOPMAITIH.

Bce npornienypsl obecrieueHusi  3amuThl HH)OPMAIIHH, YCTAHOBJICHHBIE B AAT
B OTHOUICHWUM HH(POPMAIMOHHBIX CHCTEM, JOJDKHBI BBITIOJHATHCS U KOHTPOJIHUPOBATHCS
OTBETCTBEHHBIMH JIUIIAMH 32 OPTaHU3alUI0 paboT Mo 3anuTe nHHOpMaIUu.

— Koumpons 0ocmyna k ungpopmayuonnvim cucmemam

Bce pabornukm AT, nomymeHnsle kK pabore ¢ HHPOPMAIMOHHBIMH CHUCTEMaMH, HECYT
MEPCOHATBHYIO OTBETCTBEHHOCTH 32 HapyIICHUS YCTAHOBJICHHOTO MOpsiaKa 00paboTKku nH(GOpMaIuu.

YpoBeHb TOTHOMOYHH ToNIb30BaTelNs B uHpopMmanuonHou cucreme JJIT momkeH omnpemensiThes
B COOTBETCTBHUU C €r0 JODKHOCTHBIMU O0SI3aHHOCTSIMH.

Hoctyn monb3oBateneid k wuHbopManuoHHbIM cuctemam JIJIT momkeH KOHTPOIMPOBATHCS
aJIMMHHUCTPATOPOM UH(POPMALIMOHHON CUCTEMBI.

OcylIecTBI€HUE PETYISIPHOIO KOHTPOJISL BBIIOJHEHUS OPraHU3alMOHHO-PAcIOPSAUTEIbHBIX
JOKYMEHTOB, KacaroIIuXcs periaMeHTanuu nomycka pabotaukos [JJIT k uHPpOpMALIMOHHBIM CHCTEMaM.

— Hoenmudgpukayus u aymenmugpuxayus

Joctyn monb3oBaresieil K HHPOPMAIIMOHHBIM CUCTEMaM JIOJKEH MPEAOCTABIATHCS TOJNBKO MOCTe
YCIEITHOTO 3aBEPIICHUS UACHTU(DUKAIINY, Ay TEHTU(PUKALIUN.

[Tonyuenue monp3oBaTeieM HMMEHH B WHGOPMAIMOHHON cHUCTEME U Tapoiis, KOTOphIe
o0ecrneunBaT A0CTYN K MHPOPMAIMOHHON CUCTEME, JOJKHO OCYLIECTBISTHCS IO MPEICTABICHUIO
PYKOBOAMTEIS CTPYKTYPHOTO MOAPA3ACIICHHUS.

—  Ynpaenenue oocmynom

B AT nomkHO OCYMIECTBISITHCS YIPaBICHUE JIOCTYNIOM K WH(GOPMAIIMOHHONW CHCTEME
MOCPEJICTBOM peaiu3aluid HEOoOXOAMMBIX METOAOB, THUIIOB W TMPABWI pa3TpaHUYEHHUs JIOCTyma
noJsib3oBaressaM uapopmarmonHot cucremsr JI/IT.

B Tom umcne, obecrneueH 3alIMIEHHBIA yAaleHHBIA AOCTYN CyOBEKTOB JOCTyHa K OObEeKTaMm
J0CTyTa Yyepe3 BHEIIHNE HH(POPMAILIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIE CETH.

— besonacnocms npu pabome ¢ hocumenamu unghopmayuu

Pa6ornuku [T nomkHBI HCHOIB30BaTh TOJNBKO YYTEHHBIE CHEMHBIE MAIIMHHBIE HOCHUTENH
nHpOpMAIMU IS BBIIOJIHEHUS CBOMX JOJDKHOCTHBIX OOsi3aHHOCTEH. Mcrmonb30BaHWE ChEMHBIX
MalHHBIX HocuTened nHpopmaruu B JI/IT B MHBIX HENSIX CTPOTO 3amperieHo.

CbeMHBIC MaIIMHHBIE HOCUTEIM MH(POPMAIMU JODKHBI XPAHUTCS B ONEUYaThIBAEMBIX IIKadax,
B MTOMEIIEHUSIX B KOTOPBIX MPeycCMOTpeHa 00paboTka HHPOpMAIIMA OTPAHUYEHHOTO JTOCTYyIA.

B cnydae xpaxu wiM MOTEpH CHEMHOTO MAIIMHHOTO HOCHUTENS WH(POpPMAIlUU, a TAKXKE HHBIX
WHIUACHTOB, KOTOPHIE MOTYT MPUBECTH K HAPYIIIEHUIO CBOMCTB HH(POPMAIIMH OTPAHUUYEHHOTO I0CTYTIA,
JTOJKHBI TIPOBOJIUTHCSI MEPOTIPHUATHUS IO PACCIETOBAHUIO TAKUX WHITUIEHTOB.

[Ipu BBIBOAE M3 OSKCIUTyaTalli ChEMHOTO MAIIMHHOTO HOCHTENs HH(OpMalliu, BCE aHHBIEC,
XpaHsLIMecs Ha HeM, JIOJDKHBI OBITh yJAJEeHbl OINpeNeseHHOW KOMHCCHEeH U3 yuciia pabOTHHKOB,
CPEICTBOM T'apaHTHPOBAHHOTO YHUUTOXKEHUS WH(HOPMAIUH.

®dakT yHUUTOXKECHHS HHPOPMAIIUK Ha ChEMHOM MAIIMHHOM HOCHUTENEe HH(popMaIuu (GUKCUPYETCs B
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aKTe 00 YHUYTOXKEHUH MH(POPMAIK CO ChEMHOTO MAIIMHHOTO HOCUTENS HH(OPMALIUH.
—  Pecucmpayusn coovimuil

B JI/IT nmomxHa OCYIIECTBIATHCS PETUCTPAIMA COOBITUN OE30MacHOCTH HAa BCEX KOMITOHEHTaX

nHpopmanmonnsix cuctem JIJIT, B koTopbIx 00pabarbiBaeTcs 3amuniaeMast HHQOpMAaIus.
—  Aunmueupycnasn 3aujuma

B nensax oOHapyxeHHsI U yCTpaHEHHsI BpelOHOCHBIX mporpamm B JIJIT 1OMKHBI HCHIOIB30BATHCS
Cpe/CTBa AaHTUBUPYCHOM 3alIUTHl HH(OPMAIIHH.

O0s13aTeIbBHOMY KOHTPOJIIO CPEICTBOM AHTUBUPYCHOM 3alUThl MHMOPMALMK JOKHA HOAJIEKATh
mo6as nHpopmanus (TeKCToBBIE (aiibl TH00bIX (popmaroB, (aiiabl JaHHBIX, UCTIONHSAEMBIE (ailib),
nojyyaeMasi M InepefaBaeMasi 10 JIOKaJbHOW BBIYMCIUTEIBHOM CETH B TOM YHCJIE U CETAM OOIIEero
MOJIb30BaHUS, a TAKXKe HHPOPMAIUs, XpaHUMas Ha CheMHBIX MAIIMHHBIX HOCUTENAX HH(OPMAITUH.

[Tpu ycTaHOBKe NMpOrpaMMHOIO OOecHeueHHs] WIK €ro OOHOBJIEHUS Ha CEBEpHOE 00OpyIdOBaHHE
JOJDKHA  aBTOMAaTMYECKHM  BBINOJIHATHCSA IIPE/BApUTEIbHAs IPOBEpPKA JAHHOIO IPOrpaMMHOIO
obecriedeHns: Ha OTCYTCTBUE BPEAOHOCHOIO IPOrPAMMHOI0 00€CIIEUEHHUS.

OOHoBileHWe 0a3 CcUTHATYp M CPEACTBA AHTUBHUPYCHOW 3amluThl HMH(OpMAIMU JIOJHKHEI
OOHOBJIATHCA €XKEAHEBHO.

[Tonms3oBarenu, 6e3 mpaB aaMUHUCTpaTopa UHpopMamoHHo cuctembl /1T, HE MODKHBI UMETh
BO3MO)KHOCTb TIOJY4EHHUS JOCTyNa K KOH(UIypalMM AHTUBUPYCHOIO CPEJCTBA 3AIUUTBHI WUJIH €ro
OTKJIFOUEHHSL.

—  Konmpons 3auuuiennocmu nepconanbHbvlX OAHHbBIX

B 1mensx UCKIIOYEHUS SKCIUTyaTallMM YsA3BMMOCTEH NPOTrPaMMHOIO O0€CleUYeHUs] JOJKHBI
NPOBOAUTCA PAaOOTBI TIO0 BBISABICHHIO, aHAIU3Y YA3BUMOCTeH WH(GOPMALMOHHON CHCTEMBI
U OIlEpPaTUBHOE YCTPaHEHHE BHOBb BBIABICHHBIX YA3BHUMOCTEH. B TOM umncie opranuzanusi KOHTpOJIs
YCTaHOBKHM OOHOBJICHHUS IIPOTPAMMHOTO 00€CIIEUeHHS BKITIOUYasi CPECTB 3aIUTHl HH(OpMAITHH.

— Hcnonv3oeanue npocpammnozo odecneueHus

Br16op nporpammHoro obecnedeHus i npou3BoacTBeHHbIX HY)A /1T momxkeH npon3BoauThCs
B IPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOro B ENWHBIM peecTp pOCCHUHCKHUX MpOrpaMM JUIst
ANIEKTPOHHBIX BBIYMCIMUTENBHBIX MallMH M 0a3 naHHbIX. B ciaydae orcyrcTBus ananora B EnunHom
peecTpe POCCUHCKHUX MpPOrpaMM JUIsl JIEKTPOHHBIX BBIUMCIMTENBHBIX MallMH U 0a3 JaHHBIX
JIOITyCKaeTCsl UCIOIb30BaTh MMPOrPaMMHOI0 0OecreueHrne HMIOPTHOTO IPOM3BO/ICTBA.

— Hcnonvzoeanue cpedocme Kpunmozpaguueckou 3auiumsl uHgopmayuu

ObecnieueHne 3amuThl MH(OPMALMU OTPAHUYEHHOIO JOCTYNa OT PAaCKpbITUS, MOAU(DUKAINU
U HaBs3bIBaHUA (BBOZAA JIOXKHON MH(OpMAIMK) IIpU ee nepenade (MOAroToBKe K nepesade) no KaHajaam
CBSI3M, MMEIOIIUM BBIXOJI 32 Mpeebl KOHTPOIUPYEMOI 30HBI 0OECIIeUnBaeTCsl IPUMEHEHUEM CPE/CTB
KpUNTOrpaguuecKoi 3auThl HHPOPMAIUH.

[Tprobperenue cpeacTs kpunrorpaduueckoit 3amutel nHGopmanuu 1T OCYILECTBIIAETCS
Ha OCHOBaHMM JOTOBOPOB M KOHTPAKTOB C JIUL[AMHU UMEIOIUMU AeicTByroutyo auneHsuro @Ch Poccun
Ha OCYILECTBICHHUE JEATENIbHOCTH M0 pa3paboTKe, IPOU3BOACTBY, PACIPOCTPAHEHUIO MIK(POBAIBHBIX
(kpunTorpadMu4ecKUX) CpeACTB, HH(OPMAIMOHHBIX CHCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM,
3alMIICHHBIX C HCIIOJIb30BaHUEM IH(PPOBAIBHBIX (KpUNTOrpadUUECKUX) CPEACTB, BBIIOIHEHHUIO
paloT, okazaHHMIO YCIyr B obOjmacTh MHMQpoBaHUS HHGPOPMALNHU, TEXHUUYECKOMY OOCITYXHBAHUIO
I (PPOBATBHBIX (kpuntorpadpuyecKux) CPEnCTB, MH(OPMaIIMOHHBIX CUCTEM
U TEIEKOMMYHUKAI[MOHHBIX  CHCTEM, 3allMIICEHHBIX C  HCIOJb30BaHHEM  IIHU(PPOBAIBHBIX
(xpunrorpaduyecKkux) CpeacTB (3a HUCKIIOYEHHEM Ciyyas, €cClId TEeXHMYeCKoe OO0CIIyKUBaHUE
M (ppoBaIbLHBIX (xpunTorpaduuecKux) CPEICTB, UH(POPMALIMOHHBIX CUCTEM
U TEIEeKOMMYHHMKAIIMOHHBIX  CHCTEM, 3alllMIIeHHBIX C  HCIIOJb30BaHHMEM  IU(POBATIbHBIX
(xpunTorpadMueCKHX) CPENICTB, OCYIIECTBIAETCS A 00ecredeHns: COOCTBEHHBIX HYK FOPUAMYECKOTO
JUIA WK UHAWBUTyaIbHOTO MPEeAPUHUMATEIS).

[Topraneuble pemenust I/IT ¢ BO3MOXKHOCTBIO OCTyNa C CeTel OOILIEro MoJb30BaHUS JIOJKHBI
B MPUOPUTETE pa3padaThIBaThCs C OpraHMU3alMel 3aluIEeHHOro KaHala MocpeacTBoM nporokona TLS
¢ nogaepxkkoit anroputmMoB ['OCT 34.10.
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— Hcnonvzoeanue 31eKmpoHHOI NOYMbL
DNeKTpoHHAas MoYTa JOKHA ucnonib3oBarhbes B JIJIT ¢ 1ienbio opranu3aui oOMeHa 3eKTPOHHBIMHE
COOOIICHUSMU MEXKy paOOTHHKAMU U CyObeKTaMu WH()OPMAITMOHHON 0€3011aCHOCTH.
IIpu ucnoIb30BaHUM SJIEKTPOHHOU MTOYTHI 3aIIPEIACTCS:

— o0MeH wH(oOpMaNHel A CIy)KEOHOTO MONB30BaHUS, a TaKkKe HH(POpPMAIHMEl OrpaHUYCHHOTO
JOCTYIa;

— MPENOCTaBJICHUE AOCTYyNA K MEKTPOHHOM NOYTE C UCIOJIb30BAHUEM JIAHHBIX CBOEH YUETHOU 3alHCH
TPETHUM JIUIAM;

— myOnuKamusi CBOETO CIY)XEOHOTo ajapeca 3JICKTPOHHOW TOYTHI B DJIEKTPOHHBIX Karaliorax, Ha
IIOMCKOBBIX MallMHaX U JPYTUX pecypcax cetu VIHTEepHET B LIeNsAX, HE CBA3AHHBIX C MCIOJIHEHUEM
CBOUX JIOJDKHOCTHBIX 00sI3aHHOCTEH;

— TMOAMHUCKA MO D3JEKTPOHHOM MOYTe Ha pa3jIMuHble pPEKJIaMHBIE MaTepuajbl, JUCThl PACCHUIKH,
UIEKTPOHHBIE JKYpPHAJIBI U T.J., HE CBS3aHHBIE C BBIIOJHEHHUEM IIOJIb30BATEIEM JOJIKHOCTHBIX
00s13aHHOCTEH;

— OTKpBITHE (3aIyCK Ha BBIMOJHECHNE) (aiJIOB, TOTYYCHHBIX 110 JIEKTPOHHOM ITOYTE WIIH U3 PECYpPCOB
cetu MHTepHeT, 6e3 mpeaBapuTeIbHON MTPOBEPKU UX AHTUBUPYCHBIM MPOTPAMMHBIM 00ECIICUEHUEM.

— Paboma 6 cemsax obuiezo nonv3oeanus
JJT ocraBnseT 3a co0oil mpaBo OJIOKUPOBATH WM OTPAHUYMBATH JOCTYI PaOOTHHKAM K CETSIM

CBSI3M OOIIIETO TI0JIH30BAHMSI, B TOM YHCIIe CeTH MHTEepHET, copepkaHne KOTOPhIX HE UMEET OTHOIICHHS

K HCIIOJHEHUIO JOJDKHOCTHBIX OOSI3aHHOCTEH, a Takke K MH(POPMAIIMOHHBIM pecypcaM, COJepKaHue

1 HaIIPaBJICHHOCTh KOTOPBIX 3alpelleHbl 3aKOHOoAarenbcTBOM Poccuiickoit denepanuu.

[Ipu ucnonp3oBanuu cety MIHTEpHET 3anpeieHo:
— ucnosb30Bark npenocrasieHHbl /1T nocryn B cete MHTEpHET B TMYHBIX LIEIIAX;
— HCIOJIb30BaThb HECAHKI[MOHUPOBAHHBIE IPOrpaMMHBIE U IPOrPAMMHO-AIIAPATHBIE CPEACTBA,
MTO3BOJISIOIIME TTOJIYYUTh HECAHKITMOHUPOBAHHBIN 10CTYyN K ceTu HTepHeT;
— nyOnuKOBaTh, 3arpyXarb M PacHpOCTPaHATh MaTepualibl, COACpPKAlMe HEIOCTOBEPHYIO
nndopmaruto o JIJIT, a Takxke panscudunmpoars cBoil [P-anpec.
— Pe3zepsnoe konuposanue u eoccmanogieHue OaHHbIX
Ocy1iecTBI€HUE PE3EPBHOTO KOMMUPOBAHUS JOHKHO OCYIIECTBISITHCS IS
— wuHpopmanuu  oOpabarpiBaeMoli Ha  (alJIOBOM CepBEpe MW CepBepe MPUIOKECHUH,
MH(OPMAIIMOHHON CHCTEMBI;
— paboymnx MeCT aIMUHUCTPATOPOB NH(GOPMAITMOHHON CHUCTEMBI.
YacToTa 1 peXxrM pe3epBHOTO KOIMPOBAHHUS YCTAHABIUBAIOTCS TAKUM 00pa3oM, YTOOBI 00€CTIeUnTh

MUHHMMAJIBHYIO MIOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOro KONMMpOBaHMSI U BOCCTAHOBIIEHUS PECYypcOB HMH(OPMALMOHHBIX CHUCTEM

JJT nomkHbI NPOBOAUTH yHodHOMoYeHHbIE paboTHuku JIT.

Pe3epBHOE KOTIMpOBaHUE MOKHO OCYIIECTBISATHCS B aBTOMATHYECKOM PEKUME C MPUMEHEHHEM

OTEYECTBEHHOIO CIELUAIU3UPOBAHHOIO CpPEJICTBA PE3EPBHOIO KOMUPOBAHUS C JICUCTBYIOLIUM

cepTuduKaTOM COOTBETCTBUSA 10 TpeboBanusiM Oe3omacHoctu nunpopmaimu CTIK Poccun.

6. OcHoBHbIE TPpeOOBaHMS K Mpolleccy ynpaBjieHuss HHPOPMALMOHHOI 0e30M1aCHOCTHIO
—  Monumopunz ungpopmayuonnoii 6ezonacnocmu

Ha mnocTosiHHONM OCHOBE MJOMKEH MPOBOAUTHCS KOMIUIEKCHBIM aHaiu3 (yHKIMOHUPOBAHUSA
uHpopmanmonHoi cucremsl JIJIT u Bo3HUKarOmMUX cOOBITHI MH(OPMAIIMOHHON 0€301MacHOCTH.

[Ipouecc MOHUTOpPHHra CHUCTEMBI oOOecredeHHs HHPOpPMAIMOHHOW O€30MacHOCTU JOJIKEH
BKJIIOYATh B €05 KOHTPOJIb OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep MO 3aluTe HH(popMaIiy, aHaims3
rapaMeTpoB KOH(GUTYpalMK U HACTPOMKHU CPEACTB 3alIUThl UH()OPMALIUH.

IIpu npoBeeHNN KOHTPOJIBHBIX MEPOIIPUATHH, CBI3aHHBIX C OLICHKOW peaJlM3alii Mep I10 3aluTe
unpopmarmu B JAT, ymomHoMoueHHble pPAOOTHUKH JOJKHBI NPUACPKHUBATHCS —CIETYIOIIUX
MIPUHIIMIIOB:

— He Hapymarh QyHKInonupoBanue aesrenbaoctu J1AT;
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— JEHCTBOBAaTh B COOTBETCTBUU C  YTBEPKIACHHBIMU  OPIraHU3AaLMOHHO-PACIOPSAUTEIbHBIMU
nokymentamu JIJIT no 3amure nadopmanuu;

— HE CKpBIBaTh (PAKTHI BBISIBICHHBIX COOBITUI MH(OPMAIIMOHHOM 0€3011acHOCTH;

— 0o(GOopMIIATH OTYETHI, MOATBEPKIAIOIINE BHIIOTHEHUE MEPOIIPUATHH 1O 3alUTe HHPOPMAIUH.

WNudopmanus, noayyeHHass B X0€ NPOBEIEHHUSI KOHTPOJIUPYIOIINX MEpPONPHUATHH O NEHCTBHUSAX,
COOBITHSIX M MTapaMeTpax, UMEIOIUX OTHOLICHHUE K peai3alliy Mep 10 3alUTe HHPOPMAIIH, JOJKHA
KOHCOJIMIUPOBAThCS U XPAaHUThCS B MECTAX, HCKIIIOYAOLIMX [TOJyYeHHE K Hel HECAaHKLIMOHUPOBAaHHOIO
JocTyma.

MOHHUTOPUHT JAaHHBIX O 3apErMCTPUPOBAHHBIX COOBITHSX HMH()OPMALMOHHON 0€30MacHOCTH
JOJDKEH MPOBOJUTHCS, MO BO3MOXHOCTH, C MCIIOJIB30BAHUEM CHCTEMbl MOHMTOPHMHIA WHUUACHTOB
MHGOPMALMOHHON 0€30IaCHOCTH WJIM BCTPOECHHBIX MEXaHU3MOB HACTPOMKM M ayJuTa COOBITHIM
B MPOTPAaMMHBIX M TPOrPAMMHO-ANIAPATHBIX CPEICTBAX, HCIOJIb3YEMbIX B HH(OPMAIIMOHHOM
undpacrpykrype JJT.

—  Ynpaenenue puckamu

Omnpenenenre BHYTPEHHUX TpeOOBaHUN MO 3alUTe HHPOpPMALMM, JOKHBI OCHOBBIBATHCS
Ha pe3ynbTarax IMPOBEIEHUs aHaJIW3a PUCKOB HApYLIEHHsS OCHOBHBIX CBOWMCTB O€30MAaCHOCTH JUIS
nHpopMarmonHbIx pecypcos JJIT.

OCHOBOI OIIEHKM PUCKOB JIOJKHA OBITh OLIEHKA YCJIOBUH U (DaKTOpPOB, KOTOPbIE MOTYT CTaTh
NPUYMHON HApYIICHUS IEJIOCTHOCTH, KOH(PHUICHIMAILHOCTH U JOCTYITHOCTH JJIsi HH(POPMALIMOHHBIX
pecypcos JJIT.

PesynpraroM mpoBeneHUs aHalM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIA KOMIUIEKC Mep,
HalpaBJIEHHbIX Ha CHI)KCHHE BO3MOKHOTO HEraTUBHOI'O BJIMSHUS Ha OCHOBHYIO JesitenbHOCTh JIJIT
IpU peaau3aludyd TOM WJIM HHOM yrpo3sl 0Oe3omacHOCTM HHGOpMauu U 00eclneyrBarOIX
B JaJIbHEHIIIEM JOCTaTOUHBIA YPOBEHB 3aIIUIIEHHOCTH HHPOpMaoHHbIX cucteM JIJIT.

—  Ynpaenenue unyuoenmamu ungpopmayuonnoii 6e3onacnocmu

Huis obecriedcHusi d(HHEKTUBHOTO pa3pelicHs] WHIUICHTOB WH(MOPMAIMOHHON 0Oe30macHOCTH
B JI/IT, MUHUMM3ALMK TIOTEPh U YMEHbILEHUS PUCKA BOSHUKHOBEHHUS IIOBTOPHBIX UHIUIEHTOB J10JIKHO
OCYLIECTBIIATHCA yNPaBICHUE HHIUACHTaMHU HH()OPMAIIMOHHON 0€3011aCHOCTH.

Jlns ynpaBieHus: MHIUAEHTaMH HHPOPMAlMOHHON 0€30MacHOCTH JI0JbKHA OBITh CO37aHa Ipymmna
MOHUTOPUHTAa M pEarupoBaHHUs HA MHIMJIEHTH HH(GOPMAMOHHON O€30macHOCTH, KOTopas
MIOCPE/ICTBOM KOMILIEKCA CPEJICTB W MEpONpUATHH A cOopa M KOHCOMMAALMH MH(POpMAIUH
00 MHIUAEHTaX penlaeT JaHHYI0 3a/Jady. B OTHOIIEHMH KakJO0ro IMPOU3OLIENUIEr0 HWHIUJACHTA
paOOTHUKAMU M3 TpyMIbl MOHUTOPHMHIA M pPEAardpoBaHMs Ha WHIUJIEHTHl HH()OPMAIMOHHON
0€30MaCHOCTH JIOJIKEH BBINOJHATHCS €ro aHalu3, U pa3padoTka 3((PEeKTUBHBIX MEp pearupoBaHM
Ha JIAHHBII UHIAJIEHT.

—  Ayoum cucmemul obecneyeHun UHPOpMaAyUOHHOU He30nacnocmu

B nensix oneHku Tekyiero ypoBHs HHPpopMmanroHHoi 6e3omacHoct J/IT Ha perynsipHoil ocHOBe
JIOJKEH MPOBOJUTHCS ayAIUT MHPOPMAIIMOHHON 0€30MacHOCTH.

BuyTpeHHue ayauThl JOKHBI BRIONHATECS paboTHUKamu JI/IT. B uucno 3axay, pemaemsix npu
MIPOBE/IEHUH BHYTPEHHHX ayIUTOB MH(POPMALMOHHONW O€3011aCHOCTH, BXOJAT:

— cOOp W aHalmM3 HCXOAHBIX [JaHHBIX OO0 OpPraHM3alMOHHOW M (YHKIMOHAIBHON CTPYKTYpe
MH(OPMAIIMOHHBIX CUCTEM, HEOOXOUMBIX JIJISl OLIEHKH COCTOSIHUS CUCTEMBI 3aIlUThl HHPOPMAIIHH;

— aHaJM3 YTBEPXKJEHHBIX OPraHU3alMOHHO-PACTIOPSIUTENbHBIX JOKYMEHTOB IO 3a1uTe HHpopManun
Ha TpeIMeT MX MOJHOTHI U 3(PQPEKTUBHOCTH, a Takke (OpPMUPOBAHHE PEKOMEHJIAIMH MO HX
OpabOTKe WA Pa3padOTKH HOBBIX;

— o0ocHoBaHMe (prHAHCOBOM 3(h(HEKTHBHOCTH BHOBb MPUOOPETAEMBIX CPEICTB 3alllUThI HH(OPMaLUY;

— TpOBEpKa NMPaBHJIBHOCTU BBIOOpPA M HACTPOMKU CPENCTB 3alIUTHl MH(pOpMaLuHu, (HOpMHpPOBAHUE
MPEJIOKEHUH 0 HCIOJIb30BAHUI0 MMEIOIIUXCA CPENCTB 3alUThl MH(OPMAMU AJI MOBBIILIECHUS
YPOBHSI HQIEKHOCTH U O€30MaCHOCTH MH(OPMAIIMOHHBIX cHCcTeM [ MMHa3uy;

— aHaJu3 OTYETOB IO MPOM3OLICIIINM WHIUACHTAM MH(POPMALMOHHOW 0€30MacHOCTH W MPUHATHIM
MepaM M0 UX Pa3peLIeHHIO.
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— Ilosviuenue oceedomnennocmu pabomuuKos
B pamkax opraHuzanuy KOMILIEKCHOTO MPOTUBOJACHCTBUS yrpo3aM 0e30macHOCTH MHGOpMAINH,
ucxonsuuM oT padotHukoB /AT momkHa MOCTOSHHO MOBBIMIATHCS UX OCBEIOMIIEHHOCTH B 00JIacTH
3alIUThl HH(GOPMALINH.
[ToBbrmenue ocsenomineHHOCTH padoTHrKOB J/[T ocymecTBusercs:
— 1o cymectByomuM B JIJIT opranuzanoHHO-paciopsiANTEIbHBIM JOKYMEHTAM;
— 1o npumensieMbiM B JIJIT Mepam 3amuThl nHGOpMALIHH;
— TI0 MPaBWJIBHOMY UCHOJIB30BAHUIO CPEACTB 3aIUThI HH()OPMAIUH.

7. 3akiroueHmue.

[Tpu m3MeHeHUM JeUCTBYyIONIETo 3akoHonaTenbeTBa Poccuiickoit denepaiinu B 00JIaCTH 3aIIUTHI
uH(popMaIuy, a TaKKe OpraHu3aloHHO-pacnopsauTenbHbIX qokyMeHToB JIJIT nacrosimas [lonutuka
Y U3MEHEHHUS K HEW NMPUMEHSIOTCS B YAaCTHU, HE IPOTUBOPEYALIEN BHOBb IPUHATHIM 3aKOHOIATEIbHBIM
Y MHBIM HOPMAaTUBHBIM aKTaM, a TaKk€ BHyTpeHHUM AokyMmeHTam J[JIT.

Bce TpeboBanusi, ycTaHOBIEHHBIC EWCTBYIOIIMM 3aKOoHOAATeNnbCTBOM Poccuiickoit deneparum,
MOJ3aKOHHBIMU aKTaMH ¥ JOTOBOPHBIMU OTHOIIeHHsiMH, a Takxke mnoaxon JJAT k oGecneuenuto
COOTBETCTBHUSI 3TUM TPEOOBAaHUSAM JOJKHBI ObITH SIBHBIM OOpa3oM OIpENENeHbI, JTOKYMEHTHUPOBAHbI
U NOJIICP>)KUBATHCS B aKTyaJIbHOM COCTOSIHUH.

JAT B npuOpUTETHOM HAIpaBICHUU JOJDKEH pPacCMaTpHUBAaThCs IIEPEXOZ Ha IMPOTPaMMHOIO
o0ecredeHre 0TeYeCTBEHHOTO MPOU3BOIUTENS, BKIIOUEHHOTO B €IMHBINA PeeCcTp POCCUNCKHX MPOTrpamMm
IUISL IEKTPOHHBIX BBIYUCIUTENBHBIX MAallMH U 0a3 JaHHBIX. B TOM 4ucie 1Mo 94acTd CepBEpPHOTO,
KOMMYTAI[HOHHOTO 00OPY/IOBaHUS U TPOrPaMMHO-AIIAPaTHBIX CPEICTB BKIIOUEHHBIX B EuHbBIN peecTp
POCCHIICKOMN paO3JIEKTPOHHON MPOLYKIIHH.

IlepecMOTp 1 BHECEHUE U3MEHEHUI B HACTOALLYO [ [0MMTHKY OCYIIECTBISAIOTCS HA TEPUOJUYECKOM
Y BHEIUIAHOBOM OCHOBE.
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11.
12.

13.

14.
15.

16.

8. Cnucok HCIOJIB30BAHHBIX HCTOYHUKOB.
Oenepanpubiii 3akoH 0T 27.07.2006 Ne 149-®3 «O6 wundbopmaruu, WHGHOPMAIMOHHBIX
TEXHOJIOTHSX H O 3alUTe HHPOPMALTUI.
®denepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O0 351eKTpOHHON TOIITUCK.
IlocranoBnenue IlpaButensctBa Poccuiickoit ®epepanuun ot 16.04.2012 Ne 313
«O6 yrtBepxkaeHun llonoxeHuss O JIMLIEH3UPOBAHUU JAEATENBHOCTH IO  pa3padoTKe,
MPOU3BOJACTBY,  PACHPOCTPAHEHHIO  MM(POBATBHBIX  (KpUOTOTpapHUUECKUX)  CPEACTB,
UHOOPMALMOHHBIX ~ CHUCTEM U TEJIEKOMMYHUKAI[MOHHBIX  CHUCTEM,  3aILUIIEHHBIX
C HCIIONb30BaHMEM IH(POBANBHBIX (KPUNTOrpapUuecKrux) CPEICTB, BBIMOJIHEHHIO PadoT,
OKa3aHHIO YCIyr B oOnactd wmu@poBaHus HMHGOPMALMU, TEXHUYECKOMY OOCIIyKUBAHHIO
1 (poBaIbHBIX (xpunTorpagpuUeCcKux) CPEICTB, UH(POPMALIMOHHBIX CUCTEM
U TEJICeKOMMYHHMKALIMOHHBIX CHCTEM, 3alUIIEHHBIX C HCIOJb30BaHUEM IIH(POBAIBHBIX
(kpunTorpadMuecKUX) CPeICTB (32 MCKIIIOUEHUEM CIydasi, €CIIM TeXHHUECKoe O0OCITyKHBaHHUE
U GPOBaTBHBIX (kpunTorpaguIecKmx) CpEICTB, nH(}OpMaITMOHHBIX CHUCTEM
U TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3aIlMIIEHHBIX C MCIOIb30BAaHUEM HIM(PPOBATBHBIX
(xpunTorpadMuecKUx) CpeACTB, OCYLIECTBISETCS Uil oOecleueHHs: COOCTBEHHBIX HYX[
FOPUANYECKOTrO JIUIA UM UHIMBUYyaJIbHOTO IPEAIPUHUMATENIS ).
[TocranoBnenue IlpaButensctBa Poccuiickoit ®enepanmu ot 01.11.2012 Ne 1119
«O06 yTBepxkneHUN TpeOOBAaHMN K 3alIUTEe IEPCOHATBHBIX MTAHHBIX TPU HX O0O0paboOTKe
B UH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAaHHBIX».
[Tpukaz GAIICU ot 13.06.2001 Ne 152 «OO0 yrtBepkaeHun WHcTpykuuu o0 opraHu3aluu
u oOecreyeHMH O€30MACHOCTU XpaHEHMs, O0OpabOTKM M Iepefauyd IO KaHajaM CBS3U
C WCIIOJIb30BAaHUEM CPEICTB KPHUNTOrpa(UYecKo 3amuThl MHOOPMAIMKA C OTPAHUYCHHBIM
JOCTYIIOM, HE COZIeprKallei CBeIeHUH, COCTABIISIOIINX FOCYAapCTBEHHYIO TaillHy».
[Ipukaz ®Cb Poccun ot 09.02.2005 No 66 «O6 yrBepxkaeHuu [lonoxenus o paspaboTke,
IIPOU3BOJCTBE, pean3aly M 3KCIUTyaTaluy MUGPOBAIBHBIX (KpUNTOrpaduuecKux) CpecTB
samuthl uHGopMaruu (ITomoxenue [TK3-2005)y.
ITpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO0 yTBepkaeHUU TpeOOBaHHUN O 3aIIuTe
nH(pOpMaIK, HE COCTaBIISIONIEH rOCyJapCTBEHHYIO TaliHY, COAEprKaIleicsl B TOCY1apCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAX.
ITpukaz ®CTIK Poccun ot 18.02.2013 Ne 21 «OO yTBEp:KIE€HUU COCTaBa U COIECPNKAHUS
OpraHU3aLMOHHBIX M TEXHUYECKUX MEp M0 00ecreyeHNIo 0€30acHOCTH MEPCOHABHBIX JaHHBIX
pHu UX 00paboTKe B MH(OOPMAIIMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JTaHHBIX).
ITpuka3z ®CBb Poccum ot 10.07.2014 Ne 378 «O6 ytBepkaeHuun CocraBa U COAEpIKaHUS
OpPraHMU3AIMOHHBIX U TEXHUUYECKUX MEp M0 00ecneueHn o 0€301aCHOCTH NEPCOHATbHBIX JAHHBIX
npu uX 00paboTke B MH(POPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX C MCIOIb30BAHUEM
CPEACTB KpHUHOTOrpadpuyeckod 3amuThl HMHPOpPMALKMK, HEOOXOAMMBIX JJISi BBINOJIHEHUS
ycraHoBleHHbIX [IpaBurensctBom Poccuiickoit ®epepauum TpebGoBaHMH K  3amuTe
MEPCOHANBHBIX TAHHBIX JIJIS1 KQXKJI0TO U3 YPOBHEHN 3alUIIEHHOCTH.
I'OCT P 51624-2000 «3ammra nadpopmanuu. ABTOMaTU3UPOBAHHbBIE CUCTEMBI B 3alIUIIIEHHOM
ucnioHeHn”. O01me TpeOOBaHMS.
I'OCT P 51898-2002 «Acnextsl 6e3omacHocTd. [IpaBuiia BKIIOUEHHS B CTaHIAPThD».
I'OCT P 50.1.056-2005 «Texnuueckass 3ammra wuHpopmauuu. OCHOBHbIE TEPMHHBI
U OTIPENIETICHUS.
I'OCT P NCO/MBK 27001-2006 «HupopmarmonHasi TexHOJOTHS. MeTOombl W CpeicTBa
6e3onacHocTH. CHCTEeMbI MEHEKMEHTa HHPOPMAIIMOHHON O6e30nacHOCTH. TpeOoBaHUsD.
I'OCT P 50922-2006 «3amura unpopmaiuu. OCHOBHbIE TEPMUHBI U OIPEIETICHUS.
I'OCT P 51275-2006 «3ammra uHpopmanuu. OObexT wuHpopmaruzauuu. Dakropsl,
BO3/IeHicTBYyIOIME HA HHGOpManuio. OOIINe MOTOKESHHS.
I'OCT P UICO/M3K TO 13335-5-2006 «MHpopmarimonHas TexHoaorus. MeTozsl U cpeacTsa
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17.

18.

19.

20.

21.
22.

obecnieuenus 6e3omacHOCTH. YacTh 5. PyKoBOICTBO 10 MEHEKMEHTY O€30TTaCHOCTH CETH.
I'OCT P UCO/TO 13569-2007 «®unaHcoBsle yciyru. Pekomenganuu mo uHGOpMaIMOHHON
0€30MacCHOCTHY.

I'OCT P UCO/MBK 27005-2010 «MupopmanmoHHash TEXHOJIOTHUA. METOmbl M CpPEICTBa
obecriedueHus 6e30macHOCTH. MeHeIKMEHT prucka HHGOPMAIIMOHHOM 0€30aCHOCTIY.

I'OCT P NCO/M3K 27004-2021 «HubopmannoHHas TexHoJorus. MeToasl W CpeacTBa
oOecrieuenus Oe3omnacHOCTH. MeHeKMEeHT MHGOPMAIIMOHHON 0e30macHOCTH. MOHHUTOPHHT,
OLIEHKA 3aIIUIIEHHOCTH, aHAIHU3 U OLICHUBAHHE.

I'OCT P 51897-2021 «MenemxmeHT pucka. TepMUHBI U ONIPEACICHUSD.

I'OCT P 52069.0-2013 «3amura uadopmanuu. Cuctema crangaptoB. OCHOBHBIC TTOJIOKEHUS.
Konuenuus uHpopManroHHOW ©0€30MacCHOCTH HUCHOJIHUTEIBHBIX OpPraHOB TOCYIAapCTBEHHOMN
Bnactu Cankr-IlerepOypra ot 20.02.2023.
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